
E-Commerce Evolves: What Do Online Marketplaces Mean for Acquirers
Fraudsters new favorite targets  

The New Wave in Online Commerce 

Advanced methods of online shopping continue to appear. Consumers, eager to find specific products or an amazing deal, are now 
migrating toward sites that provide a quick and convenient way to purchase goods. Online marketplaces have successfully filled that niche 
offering a wide range of products and/or services to choose from. Marketplaces execute this by pulling together the inventories and 
capabilities of multiple sellers under one umbrella. Sites like Amazon, eBay and Allegro led the way and are prime examples of current 
marketplaces that provide a variety of goods across several different geographies. Online shoppers looking for a one-stop shop are 
flooding to these marketplaces to save time, money and effort. As commerce evolves, so do the fraudsters. Acquirers must be vigilant 
because transaction launderers and other bad actors are also riding this wave making it increasingly difficult to regulate.

When One Door Closes, Another Opens

Increased regulation from major card networks on transaction 
laundering has forced bad guys to get more creative. The typical 
“front site” laundering technique has become common to spot and 
terminate among clients’ portfolios. Just like a normal business, a 
violating business cannot afford to lose their online presence. These 
professionally organized and complex illegal crime networks are 
shifting gears, heading deeper into the corners of the payments 
ecosystem. Online marketplaces offer layers of protection for 
violators as well as a substantial increase in online consumer foot 
traffic to sell to. 

Marketplace sites are lucrative for acquirers and the payments in-
dustry has already taken notice. Some card networks are liberalizing 
rules for marketplaces around cross-border sellers and transactions.  
In Europe, recent PSD2 regulations require that marketplaces must 
obtain a payment institution license or work with a licensed 
payment provider.

Marketplaces: Why They Are Difficult to Regulate

Marketplaces are a large leap forward for e-commerce sellers and 
customers. Shoppers now have the option to search and shop at one 
location for an endless variety of goods. Unfortunately, managing a 
large volume of sellers is tricky and traditional monitoring solutions 
won’t work. Since these marketplaces are so complex, monitoring 
solutions must be determined on a case-by-case basis. The standard 
site level assessment is not effective when monitoring these larger 
sites. A full product-level assessment is the only fundamental way to 
uncover all hidden risks.

The practice of marketplaces offering fast, if not instant, onboarding 
is a challenge for compliance teams. With such a large volume of 
vendors, pages are constantly changing. Maintaining compliance 
and managing risk is difficult for marketplaces and their acquiring 
partners. One rogue seller could lead to significant fines. With that 
said, not all marketplaces function the same. Some may consist of 
one merchant when others admit several different sellers. 



To make matters worse, new vendors can join daily. Their product 
listings are constantly being updated and can change at any mo-
ment. Also, each page within a marketplace is different and can 
generate multiple false positives. For example, user generated 
content such as comments or ratings could trigger a keyword 
connecting to a violating product. Other areas that can trigger false 
positives could be as simple as the site navigation bar, product 
listings page, buyer reviews and “people who viewed this item also 
viewed” section (See Figure 1). 

Figure 1: Areas of marketplaces that can trigger false positives when scanned

Violators will continue to try new methods to sell violating products. 
More than half of the revenue in drugs, gambling and counterfeit 
sales is now derived online. Marketplaces are appealing because 
violating products can hide among large product volumes. Often, 
violating pharma products will hide among similar cosmetic 
products. Peer-to-peer (P2P) e-commerce markets, like eBay, are 
extremely difficult to regulate since sellers are given a personal 
storefront to sell their products. There is no substantial evidence to 
prove that the product being sold isn’t counterfeit.

Present Marketplace Fraud 

G2 works with acquirers and often with the marketplace directly, 
looking for products that could violate card scheme rules (tobacco, 
pharmaceuticals, counterfeit goods, etc.) as well as any custom 
requests from the marketplaces (loose gemstones, gold bullion, etc.) 
After a month of monitoring for a large marketplace, G2 reported a 
total of 158 violations:

A violation is a clear infringement of card scheme and regulatory guidelines. A 
potential violation is a product that should be investigated further to determine if it 
is a violation, such as a violation jurisdictional guideline. A TOS or Terms of Service 
violation is a product that would be a violation based on the agreement with the 
acquirer. 

The most common type of violations were counterfeit goods (See 
Figure 2). Below is an image of a Rolex watch titled “AAA timepiece 
automatic movement”. The “AAA” designates this good as a fake. 
This is one of several counterfeit products that were discovered. 
Other violations included illegal drugs, adult content, weapons and 
nutraceuticals. Any one of these products could have led to a 
sizeable fine from payment networks. With so many sellers on one 
site, its critical for acquirers and marketplaces to manage their risk.
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Figure 2: A fake Rolex watch discovered on a marketplace site
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G2 Marketplace Monitoring

G2 Marketplace Monitoring is a service that combines data science, web crawling technology and expertise to help identify violating content 
and vendors on marketplace sites. As opposed to a standard site-level assessment, this service provides a product-layer assessment that 
scans millions of pages at a time and reports any present violations. 

Each case will be dependent on the structure and technology of the marketplace itself, and therefore, the approach can be customizable. In 
addition, there will be a standard sweep of existing products and a timely scan of new items. Customize your risk-based assessment and 
eradicate bad actors from your portfolio.

Why G2? Why Now?

For more than a decade, G2 has been monitoring merchant websites for non-compliant, illegal and brand-damaging content. G2 has 
worked with global acquiring banks, leading global card networks, international associations and hundreds of payments value chain play-
ers to develop unmatched proprietary data that powers our solutions.

Using advanced data science, machine learning, investigations and expert analysis, G2 has created the G2 Merchant Map™. The most ex-
tensive, proprietary merchant risk database in the industry, which offers current and historical marketplace relationships, 
merchant risk history and insight into marketplace behaviors that no one else can provide. 

Harness G2’s advanced technologies that implement superior risk management solutions for customers around the world. The combination 
of web crawling and proprietary technology provide the most comprehensive view of marketplace risk available today. 

To get started, contact us at info@g2llc.com.
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About Verisk Financial | G2 

G2 has been the world leader in merchant onboarding and monitoring since 2004. Every 
30 seconds, clients using G2 discover suspicious activity, such as fraud, illegal medi-
cines, illicit drugs, counterfeit, transaction laundering and other violations. G2 clients 
leverage the most complete merchant risk data ever compiled for greater protection and 
productivity for their businesses. Risk professionals gain insights, refined by machine 
learning and expert analysts, along with unparalleled client service,  
all at enterprise scale. To learn more, visit www.g2llc.com.


